The popularization of the Internet has brought fundamental changes to the world, because it allows a universal method of communication between computers. This carries enormous benefits with it, but also raises many security considerations. Cryptography is a fundamental technology used to provide security of computer networks, and there is currently a widespread engineering effort to incorporate cryptography into various aspects of the Internet, The system-level engineering required to provide security services for the Internet carries some important lessons for researchers whose study is focused on narrowly defined problems. It also offers challenges to the cryptographic research community by raising new questions not adequately addressed by the existing body of knowledge. This paper attempts to summarize some of these lessons and challenges for the cryptographic research community.
Introduction
The Internet has been around for a long time, but the last year we have witnessed an explosion of interest and growth of the Internet. At the time of this writing, most of the interest surrounds the development of electronic commerce at the consumer level, but as a universal method of communication between computers we can expect many other interesting applications in the future, including such things as electronic stock markets and worldwide systems for retrieving computerized medical information. Most of the current and future uses of the Internet have security considerations associated with them. Unfortunately, much of the Internet was designed without much attention to security. A large-scale engineering effort is currently underway to "bolt on some security" to many pieces of the existing Internet infrastructure, including the Domain Name Service (DNS), routing protocols (e.g., OSPF), and the hypertext transport protocol (HTTP). Moreover, as new capabilities are being developed, they are incorporating a variety of security mechanisms into them. For the most part they are using relatively unsophisticated cryptography (e.g., shared key MACS based on MD5).
The purpose of my lecture is to describe some lessons that this engineering effort provides to the research community, and describe some future challenges that can be expected to arise in securing the future global information infrastructure. Because of the short-term nature of this engineering work, the paper here will describe some of the lessons and challenges only in broad terms. It can be expected that after ten years, the value of some of the individual mechanisms that are developed by this engineering effort will be forgotten. At the same time, we are undergoing fundamental changes in the way we use and think about information, and the Internet drives this home.
At Crypto '96, Whitfield Diffie delivered a presentation in which he observed that widespread use of radio communication has been one of the biggest historical changes on the development of cryptography. Looking forward in time and predicting the next trend in cryptography is a risky business, but I believe that the Internet will also mark a sea change in the development and use of cryptography. The development of radio marked a tremendous change in the frequency and nature of communication, bringing with it new problems in securing communication due to the fundamental fact that radio is easily subject to eavesdropping. My reasons for believing that the Internet will bring a similar revolution in cryptography can be traced to three fundamental trends: -The Internet is global. Communication across the Internet does not respect national boundaries and must conform to many different local cultures and standards of how information is handled. This has the potential to improve the level of understanding between different nations, but it also has the potential to highlight our differences and thereby spark conflicts. As computer networks become increasingly interlocked, parties communicating across the Internet will be increasingly distrustful, which makes cryptography all the more important.
-Communication between computers across the Internet involves some initiated directly by humans (current examples include email and web browsing), but will increasingly involve communication that follows automatic procedures for gathering and processing information. Cryptography has traditionally been a manual process between trusting parties, and new key management strategies will be required to address the increasing amount of automated communication.
-Communication across the Internet is not limited in scale by the size of the radio spectrum or physical limitations of distance, and can therefore scale to to an enormous volume of communication. This growth will not be easy, and serious problems of addressing and routing have yet to be experienced. This rapid growth will also strain our ability to devise effective key management mechanisms and cryptographic primitives.
For the most part, the most interesting problems in cryptography arise from how we use information, and not how we communicate it. The focus on the Internet is primarily justified by the fact that it marks a turning point in expanding the way we process information. New applications such as electronic commerce, data harvesting, and remote control of experiments bring with them a complicated set of requirements, and new cryptographic mechanisms will need be required to ensure their efficacy.
